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Procedure: 

 
Rationale: 
 
Security measures related to facsimile transmission are considered an important issue under the Municipal 
Freedom of Information and Protection of Privacy Act.  To ensure that adequate measures are in place to 
protect personal information under the custody and control of an institution it is necessary to comply with the 
following procedure for faxing personal information. 
 
Procedure: 
 
Personal Information and Exempt Records 
 
It is recommended by the Information and Privacy Commissioners’ Office that personal information should not 
be transmitted by fax. 
 
In situations where it is necessary to fax personal information, the sender should send the information to a 
confidential mailbox, if available.  Another alternative would be the removal of personal identifiers, then the 
document to be transmitted would no longer be considered “personal information”, as defined by the Act. 
 
Authorized Persons 
 
It is accepted practice in small to medium sized offices that individual staff members may personally transmit 
documents.  However, by restricting use of the fax to authorized persons, the potential for unauthorized 
disclosure is reduced. 
 
-  One person (and a backup) should be identified as responsible for all fax operations.  Therefore, in case of 
problems, technical or otherwise, staff know whom to contact. 
 
-  The fax machine should be located such that: 
       -  it is not in a public area; 
       -  its  use can be monitored by the responsible person; and 
       -  only authorized staff have access to information transmitted on the fax. 
 
How to ensure that information is sent to the intended fax number? 
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Unlike incorrectly addressed mail which can be returned unopened, a document faxed to the wrong number can 
be read by a number of people.  To avoid this situation there are a number of precautions that can be taken to 
ensure that documents are directed to the correct fax number. 
 
-   The destination fax number should be reconfirmed before transmission.  The number being dialled from a 

fax unit is displayed on a screen and can be confirmed by physically checking the number displayed prior to 
transmitting the document. 

 
-   The fax machine used should have the capability of printing a Fax Activity Confirmation Report. 
 
-   The sender should check the confirmation report for the accuracy of the destination fax number.  This report 

should be retained with the original faxed document. 
 
-   In case the document has been transmitted incorrectly, the sender should immediately contact the receiving 

organization, inform them of the error, and ensure that the faxed document is destroyed. 
 
How to ensure that information is transmitted completely and securely? 
 
-   The sender should confirm the success of the transmission by checking the Fax Confirmation Report. 
 
-   Fax machines used by institutions should be equipped with confidential mailboxes.  Where confidentiality is 

required, information should be transmitted to a confidential mailbox.   
 
How to ensure that information reaches the intended recipient? 
 
Although information may be sent to the correct fax number, it could, nonetheless, reach or be read by the 
wrong recipient. 
 
-  The first page of all faxed documents should be a Fax Cover Sheet (form AF 2305).  It should identify the 

sender and the intended receiver.  This page should also indicate that the fax is intended only for the 
individual to which it is addressed. 

 
-   The fax machine should be located so that only authorized persons can retrieve a document. 
 
-   In cases where a document has been transmitted to a wrong fax number, the recipient should inform the 

sender by telephone immediately and return the fax by postal service (see note on Fax Cover Sheet, form 
AF 2305). 

 
How to ensure that information is received completely? 
 
-   The receiver should check the number of pages actually received against the Fax Cover Sheet.  If pages 

are missing, the sender should be contacted and asked to retransmit the document. 
 
-   The fax machine should record on each page received: 
 

-   the date and time received, 
-   the fax number of the originator, 
-  the name and identification of the originator, and 
-   the page number of the document 
 


